


*The* Web Services Protocol

* Application-layer protocol
* Client sends service requests using HTTP messages
* Server replies using HTTP messages
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When was HTTP first specified?

(Brain: first computer virus for MS-DQOS)

GOquE.

1991 1996

(Linus Torvalds introduces Linux) (Google search engine)



Hypertext Transport Protocol

e 1989-90, Tim Berners-Lee’s problem at CERN:

how to integrate and exchange information held on
different computers in scattered places?

* Already exist:
* TCP: reliable transport of information on the Internet
e DNS: domain name (“www.centralesupelec.fr”) €2 IP @ (“138.195.9.117”)
v Y

* object in a database that references others

* Put them all together: HTTP -
* Retrieve linked documents (resources) ===

e Accessible via the Internet i

i‘g Tim Berners-Lee (image cern)




Client-Server Protocol
request / response

Client

(web browser or other application) web server

l\Vindows

e | back-end
amoEos (database...
1. user clicks on hyperlink . )
> -
2. HTTP request message .
N’

4. HTTP response message

3. create or retrieve file

=




Resources = addressable files

* Any kind of file: HTML file, JPG image file, binary
file...

e URL (Uniform Resource Locator)
= protocol + server host name + path on server
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side note about URL and URI

* URI: identifier (name of a restaurant)
e URL: locator (GPS coordinates of the restaurant)

All URLs are URIs:
with the GPS coordinates | arrive to the right
restaurant

Not all URIs are URLs:
the name of the restaurant gives no
information on its location




HTML file may include
references to others resources

* 3 resources are required to display this web page:
° HTML ﬁle Eil gdit View History gf::akmarks Tools Help

file://fhom...ample.html x

P Ce ntra IeS u pe I ec Iogo i ma ge € (O file:;/{/home/galtier/Desktop/example.html ¢ » =
. . This is an example of HTML file.
® P 1ZZ a | m a ge :;1; ::age to include below is located on a remote web

Whjle the next one is a local one:

And 1f you click here, you're taken to Alaska.

<html>

<head><title="HTML Example"/></head>

'body>

This is an example of HTML file.</br>

rhe j to include below is located on a remote web server.</br>

taken to Alaska.
</body>
</html>

HTML * TabWwidth:8 « Ln 5. Col 20 hd "



HTTP Versions

1991 -v0.9

1991

* First documented version

* First web browser

WorldWideWeh

Info

Navigate The World Wide Web project

Document

= World Wide Web

Links Whatis Hypertext?

Style Sumimary -- AW

Frint.

Page layout.

Windows WorldWideWeb - Summary
Services

Hide

Gluit The WWW project merges the technigques of information retrieval and hypertext to make an easy hut powerful global

information system,
The projectis based on the philosophy that much academic information should be freely available to anyone. It

avigation aims to allow information sharing within internationally dispersed teams, and the dissemination of information by

support groups. Originally aimed at the High Energy Physics community, it has spread to other areas and attracted

< Previous | Backup || next> much interest in user suppor, resource discovery and collaborative work areas.

Reader view
Home Help

The WWh world consists of documents, and links. Indexes are special documents which, rather than being read,
may he searched. The result of such a search is another ("virtual") document containing links to the documents
found. A simple protocaol {* HTTP ) is used to allow a browser program to reguest a keyword search by a remote
information server.

The weh contains documents in many formats. Thase documents which are hypertext, (real or virtual) contain links
to other documents, or places within documents. All documents, whether real, virtual or indexes, ook similarta the
reader and are contained within the same addressing scheme.

To follow alink, a reader clicks with 2 mouse (or types in a number if he or she has no mouse). To search and
index, areader gives keywords (or other search criteria). These are the anly operations necessary to access the
entire world of data.

{nfprmation provider viaw
The WWh browsers can access many existing data systems via existing protocols (FTP, NNTF) or via HTTP and a.

gatewsay. In this way, the critical mass of data is quickly exceeded, and the increasing use of the system by readers
and infarmation suppliers encourage each other.

Making aweb is as simple as writing a few SGML files which pointto your existing data. Making it public involves

running the FTF or HTTP daeman , and making atleast ane link inta yourweh from anather. In fact, any file

available by anonymous FTF can be immediately linked into 2 web. The very small startup effortis designed to
nniribufinns Af the nther end nf the scale larne infumation orovide P sarver

this

ed

T T e PP T TS LT T e, T T T TE T ST T o T ST TS o

such asto find a node in common between two groups, or path linking two nodes.

which use a given module. Another example is atrace starting with more than one node,




Side note on 1 CP 3'Way handshake

Client Server
CLOSED CLOSED
B SYN LISTEN
connect) <4 SYN_SENT M
- ACK SYN_RECEIVED
N
[ DATA
send(. rev0 7 ESTABLISHED M
DATA+ACK
+ ESTABLISHED
ACK
close() or _+'-
process killed = — FIN
FIN_WAIT 1
ACK CLOSE WAIT
FIN._WAIT 2 FIN
LAST ACK
TIME_WAIT ACK .
CLOSED CLOSED

https://ssup2.github.io/theory_analysis/TCP_Handshake/

“} bind(), listen()

— accept()

= send(), recv()

:}_ close() or
process killed
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HTTP Versions & &
--I

° 1996 -v1.0 1991 1996
* One TCP connection per resource

4
initiate TCP
connection i TT———___
‘‘‘‘‘ >
request base HTMLfile g ————"7
RTT time o
. . } transmit
file received, file
connection closed —
T ey
request 1t JPEG file
time to
. . transmit
file received, file
connection closed = e TP
. RTT Icnorlmectlon_-—‘—ﬁ:;’
request 2" JPEG file -
RTT time to.
. . transmit
file received, file

connection closed



HTTP Versions

e 1996 -v1.0
* One TCP connection per resource

initiate TCP
connection

request base HTML file

file received,
connection closed

request 1t JPEG file

file received,
connection closed

request 2" JPEG file

file received,
connection closed

- inmate FeP

—_—
]
—_—
—_

S
connection- ——-—

~ nitiate FGP— — _ _
connection. ————

—

o
u-.
q\
N

2
&

x"-g

1991

initiate TCP connection
request base HTML file

file received,
connection closed

request 1st and 2™ JPEG——___

files

1st JPEG received,
1st connection closed
2n JPEG received,
2 connection closed

1996

with parallel connections

<4

R

g

—_—
]
—_—
—_

R initiate 2

H parallel
4-—~ TCP
T i4=_connection
—
\:

v




HTTP Versions

* 1999 -v1.1
* Persistent connection

initiate TCP
connection

request base HTML fi

file received,
connection kept open

request 15t JPEG file

file received,
connection kept open
request 2 JPEG file
file received,
connection kept open

long inactivity,
connection closed

le

RTT

RTT

time to
} transmit

file

time to_

time to
transmit
file

o »

O
o X B
q\ Q) Q
4‘ «:‘
1901 1996 1809

GET https://www.centralesupelec.fr/ HTTP/1.1
Host: www.centralesupelec.fr

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86
Accept: text/html,application/xhtml+xml,applica
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate, br

Connection: keep-alive
Upgrade-Insecure-Requests: 1
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HTTP Versions  « &« &
B

° 1999 — V1.1 1991 1996 1890
* Persistent connection

with pipelining

initiate TCP initiate TCP

connecton [T TT———_ connection
RTT =

—_—
]
—_—
—_

request base HTML file request base HTML file

time to time to

file received, a } transmit , _ } transmit
connection kept open file file recelvelzd, | file
Si n

request 1t JPEG file time to request 1= and 2" JPE

RTT } t - files
_ _ ransmit
file received, file
connection kept opef time to 15t file received
request 2" JPEG file } transmit 2n file received —
file received, file

connection kept open

long inactivity,
connection closed v 4 v v




HTTP Versions® . «

* 2015 -v2

e Server “pushes” content
e [and other optimizations]

initiate TCP
connection

request base HTML file

files received :
* HTML file

e 1t JPEG file
e 20 JPEG file

RTT

1999

1991

HTML file
1st JPEG file
2" JPEG file

File Edit View History Bookmarks Tools Help

5 HTTPf2: the Future ...

€ (O @ | https://http2.akamai.com/ @ || Q search »

(ﬁ 270

HTTP/2 is the future of the Web, and it is here!

This is a demo of HTTP/2's impact on your download of many small tiles
making up the Akamai Spinning Globe.

HTTPA.1 HTTP/2

Latency: Latency:
Load time: Load time:

Namn ~rancant inenirad bu Ralana's



Optional Reading Exercise

* Find the document which describes HTTP/2.

* What is the “head-of-line blocking” (HOL blocking)
problem observed in HTTP/1.1?

* Read the beginning of the FAQ at
https://http2.github.io/faq/



Reading: Results

* HTTP/2 is defined in RFC 7540.

* HOL blocking:

* Imagine a HTTP client that sends to a server 2 requests
over the same TCP connection, and that the first
response is "large" in content length while the second
response is "small" in content length.

* Due to the nature of the HTTP 1.x protocol, the second
response must wait for the first response to complete:
the second response is head-of-line blocked by the first
response.

 HTTP/2 is fully multiplexed (instead of ordered and
blocking), allowing multiple request and response
messages to be in flight at the same time (it's even
possible to intermingle parts of one message with
another on the wire).



HTTP Messages

* 2 kinds of messages
* Request
* Response

* In ASCII (HTTP 1.x)



HTTP Requests Commands

° GET

* retrieves an object
* no request body

* HEAD

* same response as GET but empty response body (used to test the
access to or the "freshness" of the object without actually
downloading it)

* POST

* results in the creation of a new resource on the server

* usual request: contains data

* usual response: URL of the created resource

* PUT

* updates an existing resource
* request usually contains data

* DELETE

* deletes a resource



HTTP Request Format

/ carriage return character: \r
4/[ine-feec{ character:\n

request line If

cr If

[header lines]

cr If

empty line



HTTP GET Request Example

GET /node/44 HTTP/1.1\r\n

Host: mapi.centralesupelec.fr\r\n

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Connection: keep-alive\r\n

\r\n



HTTP POST Request Example

POST /post.php HTTP/1.1\r\n
Host: posttestserver.com\r\n
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:50.0) Gecko/20100101 Firefox/50.0\r\n

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Content-Type: text/xml\r\n

Content-Length: 27\r\n

Connection: keep-alive\r\n

\r\n

firstname=John\nlastname=Doe



Request Parameters

3 symbols to add parameters to an URL:
* ? concatenates the URL and the string of parameters
» & separates multiple parameters
* = assigns a value to a parameter

GET /products?priceMin=10&priceMax=40



HTTP Response Format

status line

carriage return character: \r

ine-feed character:\n

cr

[header lines]

cr

empty line



Status Codes

® 2XX: success
e 200 OK

* 3xx: further action required
* 301 Moved Permanently: the new URL is specified in a
header field
* 4xx: client error
* 400 Bad Request: badly formulated query
* 404 Not Found: object does not exist on the server

° 5XX: Server-Side error Fih;ern E:iatig:nlntAr;Tc::Zl:-:;:)i:::ufre::;que—pages Outils Aide
* 505 HTTP Version Not Supported el

Les plus visités v @ Getting Started [&]Latest Headlines + [EJGoogl




HTTP Response Example

HTTP/1.1 200 OK

Date: Wed, 01 Feb 2017 12:48:22 GMT
Server: Apache/2.4.10 (Debian)

[...]

Content-language: fr

Content-Encoding: gzip

Content-Length: 4740

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

........... :.1.8..W..-{.(.KO..'K..-.$..g;.(...D.4.TVv\.....q.{...Z.2_....b.....(I....Df "..Hn...] ... WQ..m....
WD.sR)..J.....L.:9.C..MC.. . X.I..

J..(...""...J. D....d%bN,. $.Y.......... y A y(.MS....#.gV.....>.9.j.0
S&...V.M...') ...... m8..<=.i..%B........ Sx}J VL HM.4b. YD XL XN <dL S..
#Oa. ..V..EPj..G...A..D.K...Z1..c.h,b.4..b.3...1.6..La..>.L8#.U\.......2..y!...5.,.....%.....>..ID...



HTTP Response Example

HTTP/1.1 404 Not Found

Date: Wed, 01 Feb 2017 13:14:55 GMT
Server: Apache/2.4.10 (Debian)

[...]

Content-language: fr

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

305d

<IDOCTYPE html>

<html lang="fr" dir="Itr" prefix="content: http://purl.org/rss/1.0/modules/content/ dc: ht
<div id="block-zircon-content" class="block block-system block-system-main-block">

La page demand..e n'a pas pu ..tre trouv..e.
</div>



Optional Reading

e What is HTTP error code 4187

/10de3)-8T1-93008-9p-5339-1915€9-59| /9T /T0/£Z0C /) 1adaummm//:sdny



Hyper Text Coffee Pot Control Protocol

Article  Talk

From Wikipedia, the free encyclopedia

The Hyper Text Coffee Pot Contrel Protocol (HTCPCP) is a facetious communication protocol for
controlling, monitoring, and diagnosing coffee pots. It is specified in RFC 2324 7, published on 1 April 1998
as an April Fools' Day RFC 12 as part of an April Fools prank B! An extension, HTCPCP-TEA, was published
as RFC 7168 on 1 April 2014 to support brewing teas, which is also an April Fools' Day RFC.

Protocol [edit]

RFC 2324 was written by Larry Masinter, who describes it as a satire, saying "This has a serious purpose —
it identifies many of the ways in which HTTP has been extended inappropriately.""! The wording of the
protocol made it clear that it was not entirely serious; for example. it notes that "there is a strong. dark, rich
requirement for a protocol designed espressoly [sic] for the brewing of coffee”.

Despite the joking nature of its origins, or perhaps because of it, the protocol has remained as a minor
presence online. The editor Emacs includes a fully functional client side implementation of it.[® and a
number of bug reports exist complaining about Mozilla's lack of support for the protocol.l”! Ten years after
the publication of HTCPCP, the Web-Controlled Coffee Consortium (WC3) published a first draft of
"HTCPCP Vocabulary in RDF"Elin parody of the World Wide Web Consortium's (W3C) "HTTP Vocabulary
in RDF" (2]

On April 1, 2014, RFC 7168 extended HTCPCP to fully handle teapots 4]

Commands and replies |edi]

HTCPCP is an extension of HTTF. HTCPCP reguests are identified with the Uniform Resource |dentifier (URI)

scheme coffee (orthe corresponding word in any other of the 29 listed languages) and contain several
additions to the HTTP methods:

BREW ar Causes the HTCPCP server to brew coffee. Using POST for this purpose is deprecated. A new
POST HTTP request header field "Accept-Additions” is proposed, supporting optional additions including

Cream. Whole-milk, Vanilla, Raspberry, Whisky, Aquavit, etc.
GET "Retrieves" coffee from the HTCPCP server.
PROPFIND Returns metadata about the coffee.
WHEN Says "when", causing the HTCPCP server to stop pouring milk into the coffee (if applicable).

It also defines two error responses:

XA 14 languages v

Read Edit View history

Hyper Text Coffee Pot Control
Protocol

N
SAN

&/

Back-end infrastructure of errord18.net, which
implements HTCPCP

International Internet Engineering Task
standard Force

Developed by Larry Masinter
Introduced April 1, 1998

Website rfc2324 >

C @ O [9] https://ww

vw.google.com/teapat/

Google

418. I'm a teapot

The requested entity body is short and stout.
Tip me over and pour me out.

y @& a
&
Y
~ @S
)&

486 Mot Acceptable The HTCPCP server is unable to provide the requested addition for some reason; the response should indicate a list of
available additions. The RFC observes that "In practice. most automated coffee pots cannot currently provide additions.”

418 I'm a teapot The HTCPCP server is a teapot; the resulting entity body "may be short and stout” (a reference to the song "I'm a Little

Teapot"). Demanstrations of this behaviour exist [1110]



Optional Lab Exercise

* Use putty or telnet to connect to port 80 of a web
server (http://www.columbia.edu for instance) and
issue HTTP/1.x requests (get /~fdc/sample.html).
Observe the responses.

telnet serverName 80

* For HTTPS, use:

openssl s_client -connect
serverName: 443

(note: this exercise is limited to HTTP/1.x because
HTTP/2 is no longer textual but uses binary format
commands)



http://www.columbia.edu/~fdc/sample.html

Lab: Results

l telnet www.columbia.edu 80
Trying 128.59.105.24...
Connected to source.failover.cc.columbia.edu.
Escape character is '"*|'.

typed out request




Lab: Results
Copenssl s client connect edition.cnn.com:443

CONNECTED(OOOOOOO3) |

...CERTIFICATE STUFF... opens an SSL connection on web server port 443 and
~ sends everything that is typed

GET /travel HTTP/1.1

typed out request

"HTTP/1.1 200 OK

<!doctype html><html [ang="en"><head><meta http-ecuiv="x-ua-compatible"

content="ie=edge"/><title data-rh="true">CNN Travel | /Global Destinations, Tips

&amp; Video</title><meta data-rh="true" name="themne-color"
Lcontent="#31315b"/><meta data-rh="true" charSet="uif-8"/><meta data-rh="true"



Lab: Results

openssl s_client -connect edition.cnn.com:443
CONNECTED(00000003)
...CERTIFICATE STUFF...

received response




HTTP Server Is Stateless

* A stateless protocol does not require the server to
retain information or status about each user for the
duration of multiple requests.

* Successive requests from a given client to a server
are not treated as a chain but rather as separate
requests, independent from the previous ones.



What we get Is not what we

want.

add chair to shopping cart

add ball to shopping cart

g

~g

W

.

&

Build a web page with a chair in it.

Build a web page with a ball in it.



Cookies

© Original Arist

Reprod ctidrmrightsTobtainable from
1 B "f-"'..-l""lﬁ-‘ﬂ""“- 1l [

w23 toonstock.com

-

Shhhhh. .. they're in here

somewhere. Dad’s always

talKing about the cooKies
in his computer.

\- J




Cookie Example

BigStore.com

|

‘s\?

add chair to ular HTTP request

shopping cart POST chair " Received request: contains no cookie

Create a new cookield: 16
Add 16 < chairin DB

. Build a web page with a chair i

|
. . . HTTP response header:
Received response: contains set-cookie - .
: : . set-cookie: id=1(
Add BigStore.com < 16 in cookies file e o

)

Back-end
database

Cookies
file




Cookie Example

BigStore.com

-~ ﬂ Back-end

database

add ball to shopping cart
BigStore in cookies file TTP request ball
Include cookie in request

a POST bal Received request: contains cookie 16

cookie: 1d=16 Add “ball” to list of item for id 16 in DB
Build a web page with a chair and a

. ball in it.
ér

@regular HTTP response

Cookies g
file §%8g BigStore.com & 16




Uses

create a user session layer on top of stateless HTTP

e content adaptation (recommendation based on
previous visits etc.).

* shopping carts (e-business)
* session definition at application layer (Web mail)
e authorization



Suspicions

* |nvasion of privacy




Third-party advertising cookies

.

<4

"iM BrandJoe.com ¢ BS16

BigStore.com

ular HTTP request
. setHTTPresponse header:

set-cookie: 1d=BS16, Domain=BrandJoe.com

HTTP reques
cookie:

id=BS16

5t

(¢]
O
on

BrandJoe.com

BigStore.com
before




Web Cache (proxy server)

* to satisfy the requests
without involving the
real server

* browser must be v
configuredtosendall
HTTP requests to cache g k=

Proxy
server

* reduced traffic on
Internet, improved
response time

client

origin
server



Caching Example

assumptions
* average object size = 1Mbits
* avg. request rate from insti ﬁor@s h@mﬂ%ersi%ﬁ/sec

public

* delay from Internet router sid =\ G i@in server
and back torouter=2sec

consequences st
e utilization on LAN = 15%  instiuuionat

T 100 Mbps LAN

* utilization on access link = 1/ g

* total delay = Internet delay + access aelay + LAN
delay

= 2 sec + minutes + milliseconds



Caching Example (cont)

possible solution
* increase bandwidth of access link to 100 Mbps

consequence i g oo
* utilization on LAN = 15% i pusc

Internet

* utilization on access link = 15% " e

* total delay = Internet delay + access gelay + LAN

d e I ay institutional
TS | 100 Mbps LAN

= 2 sec + msecs + msecs

often a costly upgrade



Caching Example (cont)

possible solution:
* install cache

) g o

@ servers
public

consequence e @

 suppose hit rate is 0.4 (40% requ &2 will be
satisfied almost immediately, 60% regtiests satisfied
by origin server) e

TeRoTk 100 Mbps L.AN

* utilization of access link re« g, &n s = @resulting

== L= =

and in negligible delays (say se eev,

institutional

 avg total delay = Internet delay + access ‘delay + LAN
delay =0.6 * 2.01 secs * + 0.4 * 10 millisecs <1.3
secs



Conditional GET

i i

browser proxy server
. GET foo.gif cache niiss |
GET foo.gif
foo.gif, last-modified 12/03/11 12:00
foo.gif |
a week later ...

cacHe hit

GET foo.gif if-modified-since 12/03/11 12:00
| status code 304 (not modified), Empty body
foo.gif 1



Other Uses

* Allow multiple users to get a resource which access
is limited to the proxy.

* Track and log web accesses.
* Deny access to a list of web sites.
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